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« Seécurité » des objets connectés
Découverte

nmap -T4 -F 134.206.NNN.MMM

Nmap scan report for xxxxx-clim.univ-lillel.fr

[...]

PORT STATE SERVICE
21/tcp open ftp
23/tcp open telnet
25/tcp filtered smtp
80/tcp open http

telnet xxxxx-clim.univ-1lillel.fr
Trying 134.206.NNN.MMM. ..
Connected to xxxxx-clim.univ-lillel.fr.

Escape character is '21°'.
Linux 2.4.21-rmk1l( (pCOWeb) )(ttyaO)
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« Sécurité » des objets connectés
Apprentissage

Google « pcoweb » :

»*pCOWeb est une carte série Ethernet pour systeme pCO
CAREL. Completement personnalisable, elle permet
d'accéder a toutes les variables R/W de I'automate et de
facilement modifier certains parametres utilisateurs comme
par exemple un point de consigne

®Mode admin, the default settings are:
Username : admin
Password : fadmin
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Exploration

101_pCO-Web_Manuel_+03 ] pCOWeb Default Page X =+

e =, O ’ 134.206.. /hitp/index.html

This is the default index.html provided by Carel Industries S.r.l.
This file may be replaced at any time via FTP, on directory /usr/local/root/http.

Administrator utilities

@o to Administrator @

Information

Main IP Address: 134.206.
Mac Address: 00:7
Firmware Release: A1.4.9 - B1.2.4
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Exploration

101_pCO-Web_Manuel +02 [ pCOWeb Configuration X = 4

é =7 O ‘ 134,206 .fconfig/adminpage.html

Information General Network pCO Com SNMP BACnet Plugins Users

Configuration

Serial communication
Clock and Logger

Events pCOWeb is an optional card which can be fitted into a pCO controller and therefore, in

order to communicate correctly with it, pCOWeb needs to be set up according to its

Tests settings. Changing these settings will not ct the IP functionalities of the card (SNMP,

BACnet..) but only the communication between pCOWeb and pCO controller. Refer to the

Customer Site manual of the pCO application for further information on how to set up the communication
protocols in the pCO. Modify very carefully.

Info & Contact

Reboot Protocol:

System is using: Baud Rate:
User parameters

Al1.4.9-B1.2.4
A

Ardroco- e X gkt A = 2> C be LAGEAE L L ANV
garess. Copyright © 2003-2012 by Carel Industries S.r.l., Brugine (PD) - Italy. All rights reserved. Contact: pcoweb@carel.com

Firmware
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Exploration

101_pCO-Web_Manuel_+02 [ pcOweb Configuration X —+ — a x

é —> O ‘ 134.206. adminpage.html * ‘

Information Summary Page

Configuration - N B
11 Data is live, it automatically updates every 5s 1!

Clock and Logger >> Double click on a value to change it <<
Events Cells per rov

Tests Digital Variables
Customer Site

1-20

1 1 o o o o o o ] 0o o o o o ] o o o o o
21-40 o o o o o o o o 0 o o o o o o o o o o o
Info & Contact 41-60 o o o o o o o o o o o o o o o o o o o o
61-80 o 0 o o o o o [ o o o o o [ o o o o o o
81-100 o o o o o o o o o o o o o o 1 o o3 o o o
Babotk 101-120 o ] o o o o o o ] o o o o o ] o o o o o
121-140 o o o o o o o o 0 o o o o o 0 o o o o o
141-160 1 1 o o o o o o 0 o o o o o o o o o o o
Ve Tt 161-180 o o o o o o o o o o o o o o o o o o o o
XNl SIS 181-200 o ] o o o o o o o o o o o o o o o o o U
User parameters 201-207 u U u U u U u
Firmw Release: =
AZ1.49-B1.2.4 Analog Variables

Mac Address: 20

004 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
= 21-40 2.0 0.0 20.0 0.0 1.5 3.0 1.0 23.5 14.0 1.4 5.0 0.3 0.0 0.0 226.0
pPCOWeb's date: 41-60 0.0 0.0 215.0 200.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
2 SO 61-80 0.0 0.0 0.0 o. 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 1s.0 0.0 0.0
2016-03-24 09:57 81-100 22.9 0.0 0.0 10.2 1.0 13.5 1s5.0 8.4 1.0 52. 0.0 0.0 0.0 0.0 0.0 0.0
101-120 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
121-140 0.0 0.0 0.0 0.0 0.0 0.0 0.0 u u u u u u u u u u u u u
141-160 u u u u u u u u u u u u u u u u u U u u
161-180 u u u u u u u u u u u u u u u u u u u u
181-200 u u u u u u u u u u u u u u u u u U u u
201-207 u u u u u u u

Integer Variables

18095 8606 o o o o o o 1 o 5 5 30 55 75 45 25 o
is0 10 3 & o 2 30 7 o 40 o 40 60 23 24 3 is 000

41-60 9000 9 57 55 3 o o o o o o 9196 o o o 7 115 54 o o

61-80 ) o o o o o o o o o o o o o o o o o [} o

81-100 o o ] o o o o o o o o o o o o ] o o o o

101-120 o o o o o o o o o o o o o o o o o o o o

121-140 o o o o [} o o u u u u u u u u u u u u U

141-160 u u u u u u u u u u u u u u u u u u u u

161-180 u u u u u u u u u u u u u u u u u u u u

181-200 u u u u u u u u u u u u u u u u u u u u
201-207 u u u u u u u

ndustri

: pcoweb@carel.com
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« Sécurité » des objets connectés
Exploration

Analog Variables

: 7.8 0.0 | 64 @ 0.0 2.4 :
1.0 235 140 7.0 15.0 7.0 8.0
0.0 0.0 0.0 232 0.0 0.0 0.0
0.0 0.0 0.0 - 0.0 160.0 15.0
15,0 8.4 1.0 5.5 0.0 0.0
0.0 0.0 0.0 o.o 0.0 0.0 0.0
0.0

CC QG

U U U U U
U U U U U
U U U U U
U U U U U

ol ol ] =

SSSSSS :
1 &7 Teckworosies Exploration
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Piratage

Carel pCOWeb - Microsoft Edge

134.206. -

ar_type=Analog

o

o

o

o Read variable from pCOx

o

g Choose the variable

3 [70 ~] [Analog | [ Read |

o

U Current value: 20
! Write variable to pCOx .
e Variable Analog 70 new value: 35

0.0

0.0

0.0 ~ . . -

0.0 OCperation resuit: Undefined

U

3 Operation result legend:

u = Undefined : Last action issued did not need any pCOx answer

e Ok : pCOx sent back a value
= Timeout : pCOx did not send back any value .

13509 Close Window

10|

10

o

o

o

o

U

U

U O (] 5] (5] O O 5] () T (5} U 5] O O (] O

U U U U U U

. oa @
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Nous ne sommes pas seul

é % O I E, shodan.io/search?query=pcoweb+port%63A%62223%22 + country263A%622FR%22 +0org%3A%622

,'. SHODAN pcoweb port:"23" country:"FR" org:” Q Explore Downloads Reports

% Exploits *s Maps ¥ Share Search & Download Results |l Create Report

TOP COUNTRIES Total resuits: 1

91. .250
' Linux 2.4.21-rmk1 (pCOWeb) (ttya3)
SA
-0

l I France,
Details pCOWeb login:

France 1

TOP ORGANIZATIONS

SA 1
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Nous ne sommes pas seul

E3 Pompe a chaleur > 4+

= O
<—- %, O | o91. L250/http/index.htmi * | = :Z @ LR

TRYBA

ENERGIES

x

Documentation
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Conclusion

Protéger un objet connecté autant qu’un serveur :
»faire une recette de l'installation,

®réduire la visibilité (network IP séparé, filtres réseau, ...),
*limiter les acces (adresses IP des clients),

»invalider tous les protocoles et fonctions inutiles,

®gérer les comptes de connexions (invalider les comptes
inutiles, changer les mots de passe),

»#Mettre a jour les composants logiciels (firmwares, sites
WESB, ...),

” ..

Conclusion
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